
Subject: Re: URGENT: Tweets with GSA Administrator's address
Date: Tue, 17 Nov 2020 11:38:51 -0500
From: @twitter.com>
To: Gabrielle Perret - ZMA <gabrielle.perret@gsa.gov>
Cc: Pamela Pennington - ZM <pamela.pennington@gsa.gov>,  "Twitter Government & 

Politics" <gov@twitter.com>, Vince Eckert - DBB <vincent.eckert@gsa.gov>, 
@twitter.com

Message-ID: <CAF8QpCtCfmTgtm6KMpp5Zhuw=QKDX5t47BQfBdyp08s+kXzo8w@mail.gmail.com>
MD5: b9cd60c35624e5a685602413fdd0eceb

Hi Gabrielle -  
 

Can you send us the Tweet links real quick? 

We’ll get it escalated from there. 

On Tue, Nov 17, 2020 at 11:37 AM Gabrielle Perret - ZMA <gabrielle.perret@gsa.gov> wrote:

Hi Twitter Gov team, 

We have noticed some tweets with the GSA Administrator's home address. We would like to have 
Twitter remove these tweets and are flagging as a potential threat to the GSA Administrator. Can you 
assist and advise? 

Gabrielle

(b) (6)

(b) (6)

(b) (6)



--

U.S. General Services Administration

Gabrielle Perret

Senior Media Advisor
Office of Strategic Communication
(202) 679-1249

--

@TwitterGov | @Policy

(b) (6)

(b) (6)

(b) (6)









Subject: Re: URGENT:  appears to have been hacked
Date: Wed, 18 Nov 2020 22:11:29 -0500
From: "Twitter Government & Politics" <gov@twitter.com>
To: Vanessa Ros - I <vanessa.ros@gsa.gov>
Cc: Gabrielle Perret - ZMA <gabrielle.perret@gsa.gov>, @twitter.com>,  

@twitter.com>, Vince Eckert - DBB 
<vincent.eckert@gsa.gov>,  Pamela Pennington - ZM <pamela.pennington@gsa.gov>

Message-ID: <CAA-NgVigwN7z7G2yQ_a5uTN3=qcn8Rq2c88sT4sdH2SOdLy0GA@mail.gmail.com>
MD5: 7f0d716309477b80d08d5d1a46451c7d

Hi team -  

Appreciate you reaching out on this. The Support Team had a chance to take a closer look and 
confirmed there appears to not be anything suspicious or compromised at this time.

We would recommend doing a quick change to your password and you will want to ensure that 
it is strong, unique and hard to guess. 

We would also highly recommend reviewing the apps that have access to your account and 
revoke access to those that look suspicious or unfamiliar.

A few additional tips on strengthening security include: 

l

Update your email address and phone numbers

l

Update the email address and phone no. linked to your Twitter account. 

l

Ensure the new email account that you link has a strong password and has 2FA turned on.

l

As much as possible, update the phone number linked to your account to a new one as well.

l

(b) (6)
(b) (6)

(b) (6)



l

Protect your account against unauthorized password changes by ensuring Password reset protection is enabled.

Don't hesitate to let us know if you have any additional questions anytime.

--

Twitter Government & Elections





202-412-5625

vanessa.ros@gsa.gov

On Wed, Nov 18, 2020 at 8:08 PM Gabrielle Perret - ZMA <gabrielle.perret@gsa.gov> wrote:

I have changed the password and deleted that tweet. 

On Wed, Nov 18, 2020 at 8:04 PM Gabrielle Perret - ZMA <gabrielle.perret@gsa.gov> wrote:

https://twitter.com/GSAEmily/status/1329224094257197057?s=20 

Can you assist asap?  

--

U.S. General Services Administration

Gabrielle Perret

Senior Media Advisor
Office of Strategic Communication
(202) 679-1249

--

U.S. General Services Administration

Gabrielle Perret

Senior Media Advisor
Office of Strategic Communication
(202) 679-1249





Office of GSA IT

202-412-5625

vanessa.ros@gsa.gov

On Wed, Nov 18, 2020 at 8:08 PM Gabrielle Perret - ZMA <gabrielle.perret@gsa.gov> wrote:

I have changed the password and deleted that tweet. 

On Wed, Nov 18, 2020 at 8:04 PM Gabrielle Perret - ZMA <gabrielle.perret@gsa.gov> wrote:

 

Can you assist asap?  

--

U.S. General Services Administration

Gabrielle Perret

Senior Media Advisor
Office of Strategic Communication
(202) 679-1249

--

U.S. General Services Administration

(b) (6)





Gabrielle Perret

Senior Media Advisor
Office of Strategic Communication
(202) 679-1249











(202) 679-1249





l

Review the apps that have access to your account and revoke access to those that look suspicious or unfamiliar. 

If you do encounter impersonation account, could you file an impersonation report at 

https://help.twitter.com/forms/impersonation? After completing the form, you'll receive a confirmation email with a 

Case# in the subject line. Please send us that number and we will expedite the case.



Don't hesitate to let us know if you have any additional questions.

--

Twitter Government & Elections

gov@twitter.com | follow us: @TwitterGov

On Tue, Dec 15, 2020 at 12:38 PM Pamela Pennington - ZM <pamela.pennington@gsa.gov> wrote:

Thanks Gabbie. 

Twitter Gov team - if you receive any requests for Emily Murphy (GSA Administrator) to have a Twitter 
account, please disregard them and is it possible to notify us? The Administrator is not setting up any 
accounts, and it appears someone has her email and cell phone numbers and is using those to try and 
set up accounts in her name. 

Is there anything further we (GSA) can do to protect her accounts and ensure fake ones aren't setting 
up using her personal info?

Thank you,





U.S. General Services Administration

Gabrielle Perret

Senior Media Advisor | SocialGov 
Chair

Office of Strategic 
Communication
(202) 679-1249




